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Abstract

Abstract

Nowadays, network management systems are becoming an essential part
of any modern computer network due to continuous increasing of network size
and complexity. In this thesis, the traditional approaches of network
management such as using Simple Network Management Protocol (SNMP) and
Command-Line Interface (CLI) are discussed, along with their deficiencies in
network management, An overview of using Mobile Agent technology for
network management is presented, which can play an important role in
distributed network management that promises to address the scalability
problems of centralized network management. Also, an overview of the newly
approved IETF protocol called (NETCONF) is presented. Since SNMP-based
network management is so popular, its performance measures are used, in this
thesis, as a reference to be compared to the performance of both NETCONEF-

based network monitoring and Mobile Agent-based network monitoring.

In this thesis, a test-lab setup using open source implementations of
SNMP and NETCONF on machines running Linux environment has been
installed. The following aspects are examined: Network usage, Round Trip
Delay Time. The results showed that NETCONF is more effective than SNMP
in terms of speed to retrieve data from the existing managed objects of the
network (a single process to retrieve large amounts of data). But SNMP is more

effective than NETCONF in terms of Network usage.
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Finally, a methodology to improve the performance of the NETCONF
protocol, by including Cluster Secure Shell (CSSH) to the implementation, is
proposed and implemented. Moreover, a large reduction of network usage is
achievable through using a data compression technique to reduce the size of the
XML-encoded data. The results showed that the performance of NETCONF

becomes more effective than SNMP.

Also, a test-lab setup using SNMP4]J library that is fully implemented in
java language on machines running windows xp environment has been installed.
As there is no standard implementation of Mobile Agent-based network
monitoring at the moment, in this thesis, three variations of Mobile Agent-based
network monitoring scenarios have been performed and several measurements
have been taken and evaluated. The following aspects are examined: Network
usage, Round Trip Delay Time. The results showed that Monitoring based on
the parallel execution of multiple MAs, each Mobile Agent carries its state only.
where the MA’s state information is compressed (using the Java gzip utility)
before being transferred to the next destination host, presents better scalability as
monitored devices are separated in ‘virtual’ managed domains, each managed by

separate MA objects collecting management data in parallel.
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Abstract
m

This thesis is organized as follows:
Chapter 1:- Introduction

This chapter presents a general introduction to the thesis, and an overview

of the objectives and contents of the thesis.
Chapter 2:- Network Management Approaches

This chapter describes three major approaches towards Network
Management Protocols, and discusses Network Management Protocols like CLI,
SNMP, and NETCONF.

Chapter 3:- Distributed Network Management

This chapter presents an overview of using Mobile Agent technology for
network management, and describes an architecture design and implementation

details of Mobile Agent-based network management.
Chapter 4:- NETCONF Design and Implementation

This chapter describes a general architecture design of NETCONF, and
presents a NETCONF implementation called Yuma Tools in details.

Chapter S:- Performance Comparison between SNMP and NETCONF

In this chapter, the used test-setup and the resulted performance
comparisons between NETCONF-based network monitoring and SNMP-based

network monitoring are explained.
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Abstract

Chapter 6:- Performance Evaluation of Mobile Agent-based network

monitoring

In this chapter, several tests (SNMP-based network monitoring and three
variations of Mobile Agent-based network monitoring scenarios) have been

performed and several measurements have been taken and evaluated.
Chapter 7:- Conclusions and Future work

This chapter contains a summary of what has been achieved in this thesis
with the presentation of the results derived from them and the most important

proposal for future work.
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Abstract

Abstract

Nowadays, network management systems are becoming an essential part
of any modern computer network due to continuous increasing of network size
and complexity. In this thesis, the traditional approaches of network
management such as using Simple Network Management Protocol (SNMP) and
Command-Line Interface (CLI) are discussed, along with their deficiencies in
network management, An overview of using Mobile Agent technology for
network management is presented, which can play an important role in
distributed network management that promises to address the scalability
problems of centralized network management. Also, an overview of the newly
approved IETF protocol called (NETCONF) is presented. Since SNMP-based
network management is so popular, its performance measures are used, in this
thesis, as a reference to be compared to the performance of both NETCONEF-

based network monitoring and Mobile Agent-based network monitoring.

In this thesis, a test-lab setup using open source implementations of
SNMP and NETCONF on machines running Linux environment has been
installed. The following aspects are examined: Network usage, Round Trip
Delay Time. The results showed that NETCONF is more effective than SNMP
in terms of speed to retrieve data from the existing managed objects of the
network (a single process to retrieve large amounts of data). But SNMP is more

effective than NETCONF in terms of Network usage.
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Finally, a methodology to improve the performance of the NETCONF
protocol, by including Cluster Secure Shell (CSSH) to the implementation, is
proposed and implemented. Moreover, a large reduction of network usage is
achievable through using a data compression technique to reduce the size of the
XML-encoded data. The results showed that the performance of NETCONF

becomes more effective than SNMP.

Also, a test-lab setup using SNMP4]J library that is fully implemented in
java language on machines running windows xp environment has been installed.
As there is no standard implementation of Mobile Agent-based network
monitoring at the moment, in this thesis, three variations of Mobile Agent-based
network monitoring scenarios have been performed and several measurements
have been taken and evaluated. The following aspects are examined: Network
usage, Round Trip Delay Time. The results showed that Monitoring based on
the parallel execution of multiple MAs, each Mobile Agent carries its state only.
where the MA’s state information is compressed (using the Java gzip utility)
before being transferred to the next destination host, presents better scalability as
monitored devices are separated in ‘virtual’ managed domains, each managed by

separate MA objects collecting management data in parallel.
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Abstract
m

This thesis is organized as follows:
Chapter 1:- Introduction

This chapter presents a general introduction to the thesis, and an overview

of the objectives and contents of the thesis.
Chapter 2:- Network Management Approaches

This chapter describes three major approaches towards Network
Management Protocols, and discusses Network Management Protocols like CLI,
SNMP, and NETCONF.

Chapter 3:- Distributed Network Management

This chapter presents an overview of using Mobile Agent technology for
network management, and describes an architecture design and implementation

details of Mobile Agent-based network management.
Chapter 4:- NETCONF Design and Implementation

This chapter describes a general architecture design of NETCONF, and
presents a NETCONF implementation called Yuma Tools in details.

Chapter S:- Performance Comparison between SNMP and NETCONF

In this chapter, the used test-setup and the resulted performance
comparisons between NETCONF-based network monitoring and SNMP-based

network monitoring are explained.
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Abstract

Chapter 6:- Performance Evaluation of Mobile Agent-based network

monitoring

In this chapter, several tests (SNMP-based network monitoring and three
variations of Mobile Agent-based network monitoring scenarios) have been

performed and several measurements have been taken and evaluated.
Chapter 7:- Conclusions and Future work

This chapter contains a summary of what has been achieved in this thesis
with the presentation of the results derived from them and the most important

proposal for future work.
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Chapter 1 Introduction

1 Introduction

1.1. Background

Ever since the introduction of computer networks, there has been an
interest in management functionality. In the early days of computer networks
simple applications such as ping and trace route were sufficient to find
congestions in the network for instance. But as the complexity of networks rises
and networks become more and more interconnected, the need for more
complex management functionality is also growing. Operating a large
communication network requires, tools to assist in the configuration,
monitoring, and troubleshooting of network elements such as switches, routers,
or firewalls. In addition, it is necessary to collect event reports to identify and
track failures or to provide a log of network activities. Finally, it is necessary to

collect measurement data for network planning and billing purposes.
1.1.1. What Is Network Management?

The International Standardization Organization (ISO), the organization
that gave us the well-known 7-layer ISO reference model, has also created a
network management model, specifies five functional areas for managing

networks, known as FCAPS model [1]:

* Performance Management. The goal of performance management is to

quantify, measure, report, analyze and control the performance (for
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